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To create an effective framework 
and ecosystem for the prevention, 
detection, investigation, and 
prosecution of Cybercrime in the 
country.

MISSION

To create a safe cyberspace for the 
citizens of India

VISION

VALUES

Integrity Innovation Teamwork
Adaptability  Initiative     Agility

Continuous Learning

Overview of I4C

https://i4c.mha.gov.in/



SHIFTED FROM VISHING TO MOBILE APP





BOSS SCAM



TRADING OR 

INVESTMENTS USING 

DEEPFAKE AI

DIGITAL ARREST -

AADHAR, DRUGS, 

WATCHING P#RN 

ONLINE TASK JOB 

FRAUD/WORK FROM 

HOME

ONLINE 

GAMING/GAMBLING/ 

COLOUR PREDICTION 

BLUE TICK OR 

VERIFICATION LINK

SEASONAL 

NARRATIVES

E-COMMERCE, FIRST 

COPY, COMMENTS 

OFF

ACCOUNT HACKED 

OR FAKE ACCOUNT







Image source: https://www.youtube.com/@Khushikahaniya





Sophisticated scam where 
cybercriminals impersonate 
law enforcement officials to 
extort money from innocent 

victims.

Use intimidation tactics and 
create a sense of urgency to 
pressure victims into paying 

large sums of money to 
avoid fabricated legal 

charges.









https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-

scams/articleshow/119112145.cms



References: Times of India, Hindustan Times, Free Press Journal, Amar Ujala, India Today



MODUS OPERANDI



Impersonating 
Authority like
the CBI, ED 

Contact via 
WhatsApp or 

Call

Fake digital 
arrest warrants

Fake police 
station setup

Organised Gang

Promises of 
refunds or 

escrow

Disappearance 
after payment

MDMA and Drug 
Parcel etc

S#X Racket

Arrest of a Family 
Member in a 

Criminal Case

Framing Victims 
for Watching Illicit 

Content

Court Summons 
and Arrest 
Warrant

Sextortion and 
Blackmail Income 

Tax Raid and 
Legal Notice



Contact:
Phone, 

text, email. 

Accusatio
n: Serious 

crime, 
threats of 

arrest. 

Urgency:
Immediate 
payment 

demanded. 

Isolation:
Cut off 

from help. 

Payment:
Untraceabl
e methods 
(wire, gift 

cards, 
crypto). 

Extortion:
Continued 

threats, 
more 

demands. 







TYPES OF WORK-FROM-HOME SCAMS

Data-Entry 
Scams

Online-
Survey Scams

Freelance-
Job Scams

Fake-Job 
Offers



YouTube 
Like and 

Subscribe  
Job

Hotel Review 
& Rating

Reviews on 
Google Maps

Movie Rating 
Job

TYPES OF WORK-FROM-HOME SCAMS



Step - 1 Step - 2 Step - 3

Examples





Social Media Ads
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Malicious Software 



SMS Phishing link URL redirected to Malicious APK

Case Study 1:



The application is asking for the user’s sensitive information like login credentials, credit/debit card grid 

value (printed on the card), PAN number, Date of Birth, etc. 
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PREPARED BY @SHONAL4N6 & @HEPISHA4N6

CASE 4 : DEEPFAKE

Restricted



PREPARED BY @SHONAL4N6 & @HEPISHA4N6

Restricted
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PREPARED BY @SHONAL4N6 & @HEPISHA4N6

Restricted



Malicious Payload hosted on ‘web.app’ : https://icku-fx.web.app/icici-abx4.apk



EXPL     ITING EMOTIONS!

Criminals deceive the human mind by manipulating emotions . Exploiting emotions leads to
computer frauds and cyber crimes ;

GREED

(Winning 
Lottery, Free or 
lucrative deals, 

offers)

PANIC

(Card or 
blocking, 

account hacked, 
penalty)

TRUST

(Calling from 
bank, link for 

payments)

FEAR

(Offer expiring 
in minutes)

@D3pak



COUNTERMEASURES



Cyber hygiene refers to the practices and measures

individuals and organizations undertake to maintain system

health and protect against cyber threats.

Regular Software 
Updates and 

Patch 
Management

Strong Password 
Management

Awareness of 
Phishing and 

Social Engineering 
Attacks

Data Backup and 
Recovery 

Procedures

BASIC PRINCIPLES



https://www.virustotal.com



https://urlscan.io/



WhatsApp Security

● Always Enable Two-Step Verification

● Settings->Account->Two-step Verification->Enable

● Disable Auto-Download Option for Media

DEMO 1



Security Checkup

1. Go to Manage Your Account > Security > 

Security Checkup to get personalized 

security recommendations.

DEMO 2
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HTTPS://CYBERCRIME.GOV.IN
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Step 1: Report Suspect Data online https://cybercrime.gov.in/



Step 2



learning.cte-i4c.live



FOLLOW CYBERDOST

48

Handle on TWITTER





DR DEEPAK KUMAR

9560348444

THANKS
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