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Integrity Innovation Teamwork
Initiative  Agility

Continuous Learning

https://i4c.mha.gov.in/

VISION

To create a safe cyberspace for the
citizens of India

MISSION

To create an effective framework
and ecosystem for the prevention,
detection, investigation, and
prosecution of Cybercrime in the
country.
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BOSS SCAM

HOW THE
BOSS SCAM WORKS

One click. One compromise. One fraudulent transfer.

PN
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St Wi,
Fake Email / Device WhatsApp Fake Payment
Zip File Compromised Hijacked Request
“Urgent Compliance” Malware Installed Web Session Employees

Accessed Transfer Funds
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TRADING OR DIGITAL ARREST - ONLINE TASK JOB ONLINE
INVESTMENTS USING AADHAR, DRUGS, FRAUD/WORK FROM GAMING/GAMBLING/
DEEPFAKE Al WATCHING P#RN HOME COLOUR PREDICTION
E-COMMERCE, FIRST
BLUE TICK OR SEASONAL ACCOUNT HACKED
COPY, COMMENTS
VERIFICATION LINK NARRATIVES OR FAKE ACCOUNT
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DEEPFAKE

Scammers are using
teepfake tech to
mimic influencers
and lure you into
fake stock market
schemes




GO gle digital arrest

All  Images Videos News Shopping Books

11 The Hindu

Digital arrest scams: what to know and how to fight back

Combatting cybercrimes in India requires awareness, vigilance, and reporting to protect
individuals and national security effectively.

15 hours ago

& The Tribune

Digital arrest: Sec 8 woman loses Rs 57L

In yet another incident of “digital arrest”, a woman has been duped of Rs 57 lakh by
fraudsters posing as CBI and police officers.

7 hours ago

@ Times of India

Digital arrest conman held in Rajasthan

Kolkata: A 20-year-old man from Rajasthan, Mahesh Kumar, was apprehended from
Alwar on Tuesday by Bidhannagar cops for allegedly defrauding...

10 hours ago

TT Telegraph India

76-year-old woman victim of cyber gang’s ‘digital arrest’: Rs
11 lakh stolen

The gang members claimed that her Aadhaar card was used for fraudulent activities,
including sexual harassment, circulating fake gambling...

3 hours ago

B Patrika News

Teacher Receives 'Digital Arrest' Penalty: Case Closed After
Cyber Cell Investigation

A fraudulent “CBI officer” proposed a settlement, offering to resolve the case through a
digital arrest followed by bail. - Patrika News.

52 minutes ago

GO gle digital arrest

['ﬂ_ Live Law

'‘Apologize To Public If National Cybercrime Helpline Doesn't
Work'": Bombay HC Summons Officials In Case...

While hearing a petition filed by a septuagenarian woman, a victim of 'digital arrest’ who
lost Rs 32 lakhs, the Bombay High Court on...

12 hours ago

0 Deccan Herald

Indore professor loses Rs 33 lakh in 'digital arrest' scam, gets
back Rs 26.45 lakh

Indore: In the latest case of "digital arrest” fraud in Indore, a gang of cyber thugs

trapped a retired professor and duped him of Rs 33...
1 day ago

) Mint
‘Digital Arrest’ scam: Noida family loses %1.10 crore to cyber
criminals; here’s what happened

A Noida family lost over 1 crore in a cyber fraud scheme called 'digital arrest’, where
fraudsters impersonated government officials.

3 weeks ago

4% The420.in

Delhi’'s Biggest Digital Arrest Scam: Senior Citizen Duped of
Rs 19 Crore

This incident marks one of the largest digital fraud cases in Delhi, surpassing a previous

Rs 12 crore scam in the capital.

3 days ago

m The New Indian Express

Digital arrest scam: Two including manpower agency owner
arrested in Chennai

During investigation, the police discovered that Venkatesh ran a manpower agency with
an associate who later fled to Cambodia.
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SCAMMERS




SCAMS!

Sophisticated scam where

cybercriminals impersonate

law enforcement officials to

extort money from innocent
victims.

\/

Use intimidation tactics and
create a sense of urgency to
pressure victims into paying
large sums of money to
avoid fabricated legal
charges.
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University, VC Digital Arrest & RS.14 lakh

defrauded:- Berhampur Police arrested Two Cyber

Criminals from Gujarat.

15 April 2025

Berhampur :Berhampur University

Vice-Chancellor (VC)

Prof. Geetanjali Dash lost over

scam on dated 24" feb,2025..

Rs 14 lakh

after falling prey to digital arrest

According to reports, an unknown cyber fraudster had been contacting the Berhampur University Vice-Chancellor for the last four days

by identifying himself as an official of th% Enforcement Directorate (ED)

In course of conversation, the cyber fraudster informed her that she has some links with a case that is under trial at the Supreme Court

(SC) of Indian.

Thinking him to be a real ED official, the Berhampur University VC reportedly shared some information with him. However, the accused
used the information and demanded money from her assuring to sort out the problem.
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Chandigarh: Retired Colonel, wife lose
T3.4 cr to digital arrest scam

By Naina Mishra, Chandigarh
Apr 02,2025 09:38 AM IST [:] 0 @ @

The fraud took place on March 18, when Bajwa received a
call from an unknown number and the caller falsely accused

him of being involved in almoney laundering case.The

scammer claimed that Bajwa had allegedly sold his bank

account details to|Naresh Goyal, the jailed owner of Jet
Airways, for %5 lakh pnd had received an additional 220 lakh
as commission for laundering 22 crore.




Retired pathologist duped of Rs 46 lakh in digital arrest
scam by fraudsters posing as CBI officials

Nitasha Natu & Mateen Hafeez / Mumbai Mirror / Apr 13, 2025, 11:59 IST | /> suare | [ &) | [AA| [rorrowus & |

In a shocking incident, a retired pathologist and her sister were swindled out of Rs 46 lakh in a digital arrest
scam. Posing as CBI officers, fraudsters accused the senior citizen of money laundering via WhatsApp calls. They
coerced her into transferring funds to e{ fake 'CBI bank account’ under the guise of verification.

On Dec 30, she transferred Rs 15 lakh [to the scammers on being threatened that an|arrest warrant had
been issued in her name.

About six days later, she paid an equal amount. The scammers then began to make inquiries about her
family members. They found out that she had a sister who was also old.

They asked her to transfer money from her sister's bank account to the 'CBI' as well for verification.
Collectively, |the two senior citizens paid Rs 46 lakh, They asked for a refund but were directed to wait
till the "investigation" was complete.
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Mumbai woman loses Rs 20 crore in one of India's

longest 'digital arrest' scams

}'SO_E Tech Desk / TIMESOFINDIA.COM / Mar 17, 2025, 15:12 [ 2 SHARE] [@ ] [AA] [FOLLOW us @]

An 86-year-old woman from Mumbai was duped of Rs 20.25 crore in a 'digital arrest' scam
running from December 2024 to March 2025. Scammers posing as police officers coerced her into
transferring money, exploiting her fear of legal consequences. Mumbai Police are investigating.

In a shocking case of cyber fraud, an 86-
year-old woman from Mumbai was duped of
Rs 20.25 crore in one of India's longest-
running 'digital arrest' scams. The fraud,
which spanned over two months from
December 26, 2024, to March 3, 2025,
involved scammers posing as police officials

and exploiting the victim's fear of legal

https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-
scams/articleshow/119112145.cms




@ The Times of India

Vesu homemaker loses %38 lakh to task fraud

... online task fraud. The woman was ... Roy identified herself as HR executive of
Bengaluru-based firm and offered Shukla online flight booking work from home.

The Times of India

Man cheated of Rs|32 lakh in online fraud|in Navi Mumbai

They lured him with the promise of handsome rewards in exchange for performing
\\seemingly simple online "tasks," as detailed by an official from the Navi Mumbai...

.

ﬂ Free Press Journal

FPJ Cyber Secure: Man Falls Prey To|Prepaid Task Fraud,
|Loses %34 Lakh

Mumbai: A 45-year-old man who works in a pharma company lost Rs34 lakh in a span
. of over nine days in prepaid online task fraud. According to the police, On...
L

The Times of India

Navi Mumbai| housewife loses Rs 23 lakh to 'task' fraud

... task" fraud. The woman said she first received an offer through the Telegram app

saying she would be paid well if she completed a few simple online tasks.

@8 Times of India 3 Amar Ujala

S0G busts online fraud syndicate Fraud : HIclg" ¢ & ol B D 1I&D - 1idl 167 69 |
g, RATC [aadR S-dH 4 oc] giery

The Special Operations Group (SOG) of Surat city police has uncovered an online fraud
syndicate that masqueraded as a fictitious textile company to deceive...

| 7 Oct 2024 MG% U U 5ol A e & (U &gl T Teacher lost Rs 69...
") Hindustan Ti
@ naistan fimes m Times of India
:rnsuc:ance company executive duped of 10 lakh in online task D Hindwstan Tim 3 from Surat cheat clothing e-commerce site of Rs 5.5 crore
rau A Surat-based gang devised a scheme to exploit vulnerabilities in the payment and
A life insurance deputy manager in Mumbai was cheated of ¥10.25 lakh in an online logistics processes of Bengaluru-based online marketplace Meesho, defrauding...

scam. The fraudsters posed as HR executives and promised him a part-time job. | 4 Dec 2024

\,

References: Times of India, Hindustan Times, Free Press Journal, Amar Ujala, India Today
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TACTICS USED BY SCAMMERS

MDMA and Drug
Parcel etc

Arrest of a Family
Member in a
Criminal Case

Framing Victims

for Watching lllicit
Content

Court Summons
and Arrest
Warrant

Sextortion and
Blackmail Income

Tax Raid and
Legal Notice

Impersonating
Authority like
the CBI, ED

. Contact via
Disappearance
after payment \ Whaggilpp or
Promises of iq
Fake digital
refunds or arrest warrants
escrow

Fake police

Organised Gang station setup
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MODUS OPERANDI OF DIGITAL ARREST

Payment:
Untraceabl
Urgency: e methods
Contact: Immediate (wire, gift
Phone, payment cards,
text, email. demanded. crypto).
Accusatio Isolation: Extortion:
n: Serious Cut off Continued
crime, from help. threats,
threats of more
arrest. demands.
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Ads

Misusing Indian Politicians

Identities

These

advertisements

\

https://ndtvtoday.com/,

contain

fabricated news report that mimic the

names of logos & websites of major

https://projectgobin.com/ &

https://yellowsharkmedia.info

!

SThe IndianEXPRESS

NEws'18

THE TIMES OF INDIA

$ThelndianEXPRESS
JOURNALISM OF COURAGE

Naveen Jindal's
new project has
already made
more than
10000 India
residents
happy! The

platform

How does the new
platform by Nirmala
Sitharaman allow Indians
to earn up to 1,000,000

rupees per month?

THE TIMES OF INDIA

T

Thrive Even in a Crisis!
How Revolutionary

Technology Will Allow
Youto Earn Over Rs 15
Lakh a Month with

¥ :Government Support!

»‘ \
»e




rajesh sawant @ @rksawant Ad DS Dashingsoul @ @dashingsoulsh Ad @ @l::ﬁr:grlge& o m o
MINDBLOWING! Need to see ASAP! . Every citizen must know the truth! AR

)

This changes everything! Can you believe

SThelndianEXPRESS ' suscrise sonin L

JOURNALISM OF COURACE

Politics Business Sports Cities Lifestyle Tech Research Videos \\\ThelndianEXPRESS B Sstesme Sion in
ls this real]y the end? Politics Business Sports Cities Lifestyle Tech Research Videos
Shreya Ghoshal’s fate has She just told the truth!” - Fans are
shocked millions! -— shocked by the aftermath of Shreya

' Ghoshal’s interview! ONewsGuard

f X 0 ¢ O

@

&

newsheadlines.news Read more here N \. ¢ mossydiseaseblack.life
Click to see more

<}: "‘., l

Learn More...

From budgeracewith.life
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Data-Entry Online- Freelance- Fake-Job

Scams Survey Scams Job Scams Offers
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YouTube
Like and Hotel Review Reviews on Movie Rating
Subscribe & Rating Google Maps Job
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10:41 B39 M %1l O87
Tacebook :
(0  @[mfacebookcom | < @ « @ o .
AT & Cai78de e
Work
e You can do it. It's easy!

Part-time, with flexible working

hours according to personal e
circumstances. It's simple for everyone,

and many have proven that.
INCOME

¥2800to 20000 based on ur
hardwork.
Same day settlement

EDUCATION
no limit

WHATSAPP

— O |

amazon
S—7

FORM ON FACEBOOK APPLY NOW

© Message
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h Paul Bankston
@ Sponsored

e, oBiz Development Circle
=

» » Everyone can Join Us!!

WhatsApp Us for more details.
Thank you.

Flipkart ¢

30 PEOPLES
NEEDED!

TASK DETAILS:

@Manage Online Sales
Order 7

@Manage Online Sales A}
Delivery \l ¥

)3 Hours Per Day Only

APPLY NOW

Recruit part-time employees online

No work experience required

; 25 years and over

Rs 1200-1800 / Day ¥o)

Familiar with basic English

Salary is issued on the day

Apply Now >

©QvVv 2 Qv N (ot
View likes Qv W
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& | __fashionzone.__ :

1,064 111K 102

posts followers  following

FASHION ZONE

Apparel & clothing

B TRUSTED PAGE

Il ALL INDIA COD AVAILABLE
Il NO SHIPPING CHARGES

W ALL TYPE OF DRESS... more

DESIGNER D... BEAUTIFULS... DESIGNER G... PAYMENT ME.

| bitcoin__trader__ayushi | m Message 2
41 posts 30.6K followers 316 following

¥’ |Ayushi Agarwal| . &
Financial service

|Professional crypto trader il
*ISO Certified™

*Trusted by clients ®

* Start trading today

*DM us for investment ¥ %5 &

©0 00 5906

work PROFIT INVESTMENT... trusted clients “relax mome... PROOF 2 GSTH

8 POSTS ® REELS @ TAGGED

Invest , Sleep and Repeat
Saving &
Investments

Needs Wants

Housing Emergency Fund  Restaurants
Food Self-Education  Entertainment

Transportation Stocks/ETFs Vacations
Medical Expenses Rental Luxury Items
Essential Debt Properties Electronics

@TRAD

'H_AYUSHI




Malicious Software

Nero Burning ROM 2015 16.0.01300 Final + Crack + Key
4 |seeders: 30 E‘Ieechers: 3

(#57 Nero Burning R&Dls 16.0.01300 Final + Crack + Key (Size: 92.48 MB)
MNero_BurningROM201 65.0.01300_trial.exe
How to Install.wmv

Instructions.txt

Readme.url
Crack
Key

Description
Mero Burning ROM 2015 16.0.01300 Final + Crack + Key

Click to Download

GO gle word to pdf converter

Al [] Books ¥ Shopping E) News ] Images

About 4,34,00,00,000 results (0.38 seconds)

https://smallpdf.com » word-to-pdf

Word to PDF | Convert Your Doc to PDF Online for Free

How to Convert Word to PDF Online for Free: - Drag and drop any Microscft Word document
onto this page. - Wait as this tool converts the uploaded Word file to PDF .

Rating: 4.7 - 501,609 votes

Indian
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Nombre : [ R S A R U e A e S I T ( Crime
e K KMSAuto Net 2015 v1.39 by Ratiborus Coordination

& Coémo activar Office 2016.mpd hico | Sstema | Acerca de Centre
15 daemon-tools-5-0-1-multi-win.exe -- Tl HER « Working Together With Vigour
| ] es_office_professional_plus_2016_86_x54... --

KMSAuto Net.exe | BUKMS Auto Net Activacion

I VAACA b Mk e s

Activation of
MS Office 2019

Microsoft”
Office 2019

‘ Informacion ’

Realizar una Vakdacion
B KMS-Service estd instalado

12 684 subscribers

i i'd s e L. i TR pe———

burpsuite_pr...2022.2.4.zip
502.49 MB

LT

Burp Suite Professional v2022.2.4 + Crack

Released 17 March 2022

~r

U\

https://www.virustotal.com/gui/fil
e/d214al12a1b88b18a3bdc81de5d5e7ad8 |~
720e25c4ee87d4d74bBa8e1665d898bc

' (@zerOdaylab #pentest #security

Vi7 4 H3 2

4K © 11:47 P}




Case Study 1:
SMS Phishing link URL redirected to Malicious APK

Tt awaEs « Worki

< @ e User Agent: Wheregoes.com Redirect Checker/1.0
- # Code Requested URL

+91 89875 41203 201

v

https //tinyurl. com/ICIClteam1
= Redirects: 1

- 1 https://tinyur!l com/ICICiteam1

301 Redirect ‘

Text Message
Today, 10:11 PM

Dear Customer, your ICICI BANK
Account will be blocked today please
update your PAN CARD immediatel

Click herg https://tinyurl.com/
ICICIteam

hittos //icku-fx web app/icici-abx4 apk

Trace Complete

N




ﬂ ICICI Bank

Welcome to ICICI Bank fast & secure Online
KYC app here you can complete your KYC
within 2 Minutes

“¥ Login to Internet Banking

Registered Mobile Number

Authenticate

User ID

Safe Banking never share your User ID, Password or any other
information with anyone on phone, SMS or Email, ICIC| Bank
does not call/ email cutomer for such information Beware of

fraudsters asking such detads posing as Bank staff

The application is asking for the user’s sensitive information like login credentials, credit/debit card grid
value (printed on the card), PAN number, Date of Birth, etc.

Verify your details

Your ICIC| Bank Debit/Credit card
has a grid value on its reverse. Enter
the Number from grid as printed
against the following Card Grid
Value

Sesgnm VUMD Pene 808
- s —

St SomD  Shes D
S ST . . . III Ry

T G N oyt e Feange v Nugel v Abe
K} e  J ¥

 ; - 3 T
1t . i i i 1) I
'--_.-“V'w-_-_la-a-_“'_

T L T e T e
) oSt BC

Alelci|ol|eliF]me

ﬂ ICICI Bank

Authenticate PAN Card Details

PAN Card Number

Date of Birth

Safe Banking never share your User 1D, Password of any other
information with anyone on phone, SMS or Emasil ICICI Bank
does not call/ email cutomer for such information Beware of
fraudsters asking such detads posing s Bank staff
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Case 2: Helicopter booking
service scam

Call Pawanhanshtickets.in
070445 80391 - Kedamath Ticket Bocking

Kedamath Pawon Hana Helipad ticket Boaking online Stast on 2023
Book Now kedamath helipad ticket today IRCTC Get Discount 10%

Sponsored
® Irtcyatrahehin
L Call Irtcyatraheliin
070449 00459 - Kedamath hebipad ticket

IRCTC kedarnath hedipad Ticket Booking online. Today Book IRCTC
Kedarnath Ticket Get Dincount 20% . Book for more Details Contact us

Case 3: LinkedIn premium
membership scam

?
®
?
?

&

&

Franklin Tavarez May 29
LinkedIn Offer Hi there,
Shenal! My name is Franklin..

Franklin Tavarez Mar 20
LinkedIn Offer Try for free

Franklin Tavarez Feb 13
Linkedin Offer Hi there,
Shonal! My name is Franklin...

Franklin Tavarez ~ Nov 24, 2023
LinkedIn Offer Hi there,
Shonal! My name is Franklin..

Diane Chiang Apr 27, 2023
LinkedIn Offer Hi there,
Shonal! My name is Diane...

Diane Chiang Mar 4, 2023
Linkedin Offer Hi there,
Shonal! My name is Diane...

Diane Chiang i}

[Senior Product Operations Manager at Linkedin

LinkedIn Offer Apr 27, 2023

HI there, snonan My name is Diane from the LinkedIn
Premium team. Did you know Fremium members get 4x
more profile views, on averagel Try Premium for free to
grow your network and stand cut.

Diane Chiang @ 3«
Senior Product Operations Manager at LinkedIn

San Mateo, California, United States - Contact info

500+ connections

About

product strategies and analytics

Activity
1,486 followers

Diane hasn't posted yet
Recent posts Diane shares will be displayed here.

Show all activity =

m Linkedin

University of California,
Berkeley, Haas School of...




CASE 4 : DEEPFAKE

Instagram O ®

Imagens engragadas
Sponsored

o Instagram s
v @ seehionline .

aura.software " Eraser clothes iy

Sponsored

Download tis APP to
generate your Al kissing tren

Remind

8T =
MARCH IS THE LAST OPPORTUNITY TO SECURE
YOUR FINANCIAL FUTURE! INVEST RS. 21,000
AND GET RS. 3,000,000 IN JUST 31 DAYS!

500% d
Editing Software
Unlimited No limit
Lifetime Free

Install now

31

Restricted



CASE 5 : FAKE ADS (STOCK AND CRYPTO INVESTMENT)

Instagram - Q

Stock analysis
Sponsored

Learn more

Qv

View likes
&\ am Rachana Ranade
Over the years, my team and | have studied the stocks of... more

View 1 comment

Thanks for your trust

I'll be hand-picking stocks that will rise in April. Join my

WhatsApp group now to get stock information for free.

WhatsApp Group

X e &

# chatwhatsapp.com

= @ WhatsApp

(A3) «’Voyage
Capital-Skyrocketing Stocks%”
Created on 05/01/24

+141

.. Dream of becoming a legend in the
investment world? Here comes a golden
opportunity! We are proud to announce that
Voyage Capital Investment Academy - will
launch a 300% multiplication plan on April 24,
2024, and the palace of endless profits will

(A3) «’Voyage Capital-Skyrocketing
Stocks«’
WhatsApp JU SHA0T

e 4 anfie gf

- open up Tor you! o
" Our group features:

@ ~ Real-time investment advice: We share
with you the latest industry insights, market hot
spots and potential stocks to help you seize
opportunities and achieve investment growth.

@ ./ Hot stock sharing: Provide group
members with 2-3 high-quality stocks with
growth potential every week based on market
performance, with monthly profits of up to 60%.

@ «/ Annual multiplication plan: You will have
the opportunity to sign up for our once-a-year
multiplication plan. Our multiplication plan is to

cooperate with institutions, trade insider stocks,
and nat a head atart in nattina rich investmant

Restricted

PREPARED BY @SHONAL4NG6 & @HEPISHA4NG6

e

@ (A3) #Voyage Capital-Skyrock...

+44 7362 383792 Group Admin

+44 7519 229801 Group Admin

+44 7876 269935 Group Admin

+91 6287 853 973 i Group Aciin

@00

+1 (213) 572-6794

+862 6564 4787

+91 6033 409140

<_

(A3) ,#Voyage Capital-Skyr...

Only admins can send messages

multiplication plan. Our multiplication plan is to
cooperate with institutions, trade insider stocks,
and get a head start in getting rich investment
returns.

Are you ready for the glorious moment of

the stock market? Join us and start a thrilling
journey of wealth growth with top stock
analysts. Our top analysts will reveal the latest

plan will be launched on the 24th of this month,
guiding everyone to achieve a 300% doubling
goal within 2 months. For details, please contact




PREPARED BY @SHONAL4N6 & @HEPISHA4N6

Investment Express
Sponsored

»

LATEST STOCK NEWS IN INDIA

SERVICE WE
OFFER :

Less trading

Less decision-making
Less pressure

Make more money

Join for free for a

limited time

Apply now

33

Instagrom O ®

Stock analysis expert
Sponsored

MARKET EDUCATION
FREE FREE FREE

101 spots left LIC

» CERTIFICATE
Wv(fﬁzx Sfra= ﬂrn ﬁﬂn

Free Certification st ofra=y 4

» COURSE
Swing / Option / Intraday

» DURATION
(2 Hours daily)

» LANGUAGE
English

ENROLL NOW

Apply now >

A India Stock Guru
" Sponsored

Tata Power leave it hold it

If you lose money following our

We promise to bear all your los

Join our' WhatsApp community.
Recommended every day.
1-3 high-quality stocks.

Learn more

Restricted
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icici-abx4.apk /s android. permission. RECEIVE_SMS
MD3 Cc2bebdebbd05d65h3fd23caeco0bs2cd - I

/M android_permission. READ _SMS

SHA-1 f631005fe2311582a8054d23c4023290c45409616 _

summary

IAndroid Type APK

Package Name com.ikycappi.cxzx4

Main Activity com.ikycapp.android. MainActivity

Internal Version 1

Displayed Version 1.0

Minimum SDK Version 22

Target SDK Version 32

Certificate Attributes

valid From 2008-04-15 22:40:50 Unable to open Gallery. Go to

ot mber sssenneBsects enge s P ot e

Thumbprint 27196e386b875e76a07700e7eas4edchbeeed3dra allow the following permissions
and try again:

Certificate Subject E Contacts

Distinguished Name ~ C:US, CN:Android, L:Mountain View, O:Android, ST-California, OU:Android, email-android@android.con

Email android@android.com © Calendar

Common Name Android ° Location

COrganization Android

Organizational Unit  Android

Country Code us CANCEL SETTINGS

State California

Locality Mountain View




EXPLEITING EMOTIONS!

Criminals deceive the human mind by manipulating emotions. Exploiting emotions leads to
computer frauds and cyber crimes;

GREED PANIC
(Winning (Card or

TRUST
(Calling from

FEAR

Lottery, Free or blocking,
lucrative deals, account hacked,
offers) penalty)

bank, link for (Offer expiring

payments) in minutes)
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COUNTERMEASURES
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Cyber hygiene refers to the practices and measures
iIndividuals and organizations undertake to maintain system
health and protect against cyber threats.

Regular Software Awareness of

Updates and Strong Password Phishing and DA BEEAD Elie

Recovery

Patch Management Social Engineering Procedures

Management Attacks
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@ https://www.virustotal.com/gui/home/upload G Q ©

Hunting Graph APl

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

‘ Choose file ’

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of
your Sample submission with the security community. Please do not submit any personal information;,
VirusTotal is not responsible for the contents of your submission. Learn more

@ Want to automate submissions? Check our AP, free quota grants available for new file uploads

https://www.virustotal.com IK(/E

Sl e Working
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@ https://urlscan.io

Recent scans

(£ Pricing

urlscan.io

A sandbox for the web

www.akademiefuersicherheit.de/

www.ovamba.com/

gpi.explainsafe.nl/nl/login

imfdb.org/wiki/Main_Page

postindex.pp.ua/
techplanet.today/post/megapelis-after-amor-infinito-2022-pelicula-c-o-m-p-l-e-t...
community.windy.com/user/montoyamcdermott35

www.ivtinternational.com/

-labs?utm_medium=email&utm_source=marketo&u...

training.lucid.co/page/live-training

https:/ /urlscan.io/

2 Login

P Public Scan

Age

13 seconds
13 seconds
18 seconds
20 seconds
23 seconds
24 seconds
24 seconds
24 seconds
24 seconds

25 seconds

[a30]

()AI.J

hhial

bo

Size

2MB

2MB

4MB

922KB

2MB

1MB

2MB

4MB

2MB

6MB

[e0]
(e}

w

§£gafityTrails

IPs

24

10

21

16

35

16

10

10

16




DEMO 1
WhatsApp Security

Always Enable Two-Step Verification
Settings->Account->Two-step Verification->Enable

Disable Auto-Download Option for Media

< Account

Privacy

Security

Two-step verification

Change number

Delete my account

Share my account info

number will not b red onto Facebook

regardless of this setling: Learn more.

@ a127% 6} 405PM | = O & I a0l 27% 3 4:05PM

€ Two-step verification & Two-step verification

Enter a six-digit passcode which you'll be
asked for when you register your phone

number with WhatsApp:
=
For added security, enable two-step verifica-
tion to require a passcode when registering
your phone number with WhatsApp.
+ 1 2 3 ,
( 4 5 6 4

IEEEREN -
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DEMO 2

Security Checkup
1. Go to Manage Your Account > Security >

Security Checkup to get personalized

security recommendations.

Google Account
Security Checkup

Recovery information checked

Recent activity checked

Account permissions checked ‘

App passwords checked e
AT

2-Step Verification settings checked

@ Google - My Activity

=)

& https://myactivity.google.com

Google My Activity




FOR MOBILE SAFETY

42

' Google P|ay Games Apps Movies Books Children

M-Kavach 2

M-Kavach 2 Threat Analyzer Security Advisor App Statistics

TS « prm— «
¥ 5 © west sy
1]

M-Kavach 2

Threat Anal'

v

VIER RESULTS

N

o

-
) | - >

N
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C % sancharsaathigov.in » T =

Indian

DF Annual Training . Training Participants D Al D DEMO D Cyber Feeds D OSINT Stack D Intel Tools D Tl D Forensic D SM D TAL D Fake Mews D Study D |

‘ Cyber

Crime
Coordinction

0 CITIZEN CENTRIC SERVICES J ABOUT l KEEP YOURSELF AWARE l FREQUENTLY ASKED Q_UESTIUHS MDBI LE APP REPORT CYBER FRAUD TRENDS I Centre
wedi Feara? « Working Together With Vigour

"- Citizen Centric Services

@ CHAKSHU - REPORT @ BLOCK YOUR LOST/ KNOW MOBILE
SUSPECTED FRAUD STOLEN MOBILE CONNECTIONS IN YOUR
COMMUNICATION / UCC HANDSET NAME
(SPAM)

@ KNOW GENUINENESS () REPORTINCOMING 6 KNOW YOUR WIRELINE
OF YOUR MOBILE =% INTERNATIONAL CALL INTERNET SERVICE
HANDSET WITH INDIAN NUMBER PROVIDER

Beta 9
il TRUSTED CONTACT

https://sancharsaathi.gov.in/ @ DETAILS



HTTPS://CYBERCRIME.GOV.IN

D
e

C | & cybercrime.gov.in < o

GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS
Indian
i~ Cyber .
I «(( o TSIg ATgER oty o dica /

conaton National Cyber Crime Reporting Portal "

Centre

" REPORT WOMEN/CHILDREN RELATED CRIME + REPORT CYBER CRIME + TRACK YOUR COMPLAINT CYBER VOLUNTEERS + RESOURCES + CONTACT US HELPLINE

» FAQ

;\%:INISTRY OF ’ —_—
HOME AFFAIRS : CITIZEN MANUAL  New

CYBER SAFETY TIPS

CYBER AWARENESS

MEDIA GALLERY +

DAILY DIGEST ‘

44 I@'Elndm
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Step 1: Report Suspect Data online https://cybercrime.gov.in/

YRA PR | 5 HA1ed (4]

GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS Language [ fin)

(-8 e s R dié T

Coordination . . . HIo Tl =
cowre  National Cyber Crime Reporting Portal " ‘T‘[ij I -

Register a Complaint + Track your Complaint Suspect Data + Cyber Volunteers + Learning Corner + Citizen Survey Contact Us

_ Suspect Repository + '
P oy ervstn PRIy Sybor
MINISTRY OF Report Suspect + » Report Suspect to 14C B

HOME AFFAIRS goordinction
g 2 File an Appeal with GAC » Report Abuse to Social Media entre

» Report Abuse to NCMEC

//* I » Know your Mobile connections -
TAFCOP

Azadi k4
Amrit




Contre National Cyber Crime Reporting Portal STt c("_'{m

et e+ et oo i i IHA Helcad

REGISTER A COMPLAINT + TRACK YOUR COMPLAINT CYBER VOLUNTEERS + LEARNING CORNER +

CONTACT Us

Report Suspect

This facility has been created for quick reporting of Attempts made to commit cybercrime using suspicious Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers, Email-IDs, SMS
Headers/ Numbers and Social Media URLs etc. This will be used to build up a repository for analysis and monitoring of cybercrime.

If you have become a victim of Cybercrime, please report immediately at https://www.cybercrime.gov.in/ or 1930 National Helpline Number.

State of Incident* ---Select--- v

What do you want to report ?

® . a - @

Website URL Whatsapp Number / Phone number Email Id SMS Header/ Number Social Media URL

Deepfake
Telegram Handle

Code: * Choose the type of suspected WhatsApp communication *
® Whatsapp * O Telegram Handle *

INDIA (+91) v ® WhatsApp Call O WhatsApp Text

Upload Supporting Evidence*®

Choose file  No file chosen Add More

(File size should not more than 5 MB)
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GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS

crve " Indian Cybercrime Coordination Centre (14C) =~

International Year

@gdid Feam@d « Working Together With Vigour of Cooperatives

Coaperatives Build a Better World

About Us Verticals of 14C Awareness & Capacity Building Publications & Events Media & Press Advisories

Contribute towards Cyber Hygiene. Become a Cyber Volunteer. Click here.

-k . - A . .
4. Awareness = 7 Report a Cybercrime = » Cyber Hygiene Course ' Download Cyber Hygiene
- - Game

Welcome To "Cyber Smart” E-learning
Course

WHO CAN ATIEND AVAILABLE COURSE

Welcome to the crisp, smart and practical e-learning course on éﬁﬁ
Cyber Hygiene by 14C — designed especially for common Anyone

Cyber Hygiene

. . . citizens. In just 4-5 hours, this interactive program will empower » Student
|ea rn I ng . Cte-|4C. I |Ve you to stay safe from today's fastest-growing online threats. o

Through simple videos, reallife examples, and easy-to-

Working Professionals

Gov*. Employees

understand modules, you'll learn how to protect your money, Saiilor Clifions

vvyy

identity, devices, and personal data.
From digital payments and social media safety to spotting
fraud calls, fake links, investment traps, and cyber scams — this

course covers everything you need to be a smart and secure
digital citizen.
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FOLLOW CYBERDOST

@cyberdost

v

@CyberDostidc

@cyberdost.i4c

@cyberdostidc

@cyberdostidc

@

@cyberdostidc @cyberdost

48

Cyber Dost @

&«
1,245 Tweets

o - /S— gmnwovcunn

gm:;f:.' | I\kf . o p— @D Govemment of Inda

CYBER SAFETY & NATIONAL SECURITY

yber Apradh se Azadi- Azadi ka Amrit Mahotsav

B8 4 Following

Cyber Dost @
@Cyberdost

cybercrime.gov.in Cyber-safety and Cybersecurity awareness handle
maintained by Ministry of Home Affairs, Government of India

© India [¥) Joined March 2018

Handle on TWITTER
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wowdy

Agar koi call/video call par
police banke aaye, toh

of0P

Agar woh kahe ki aapne
serious crime kiya hai, toh

Agar woh bole ki aap digitally
arrest hain, toh

TAKE ACTION

Turant Report karein
1930/cybercrime.gov.in

37feip STHBRI & il CYBERDOST & @@ B O © R B! b




THANKS
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